	Explosive Device Response Operations

	Exercise Evaluation Guide: 


	Capability Description:
Explosive Device Response Operations is the capability to coordinate, direct, and conduct improvised explosive device (IED) response after initial alert and notification; coordinate intelligence fusion and analysis, information collection, and threat recognition; assess the situation and conduct appropriate Render Safe Procedures (RSP); conduct searches for additional devices and coordinate overall efforts to mitigate chemical, biological, radiological, nuclear, and explosive (CBRNE) threat to the incident site.

	Capability Outcome:
Threat assessments are conducted, the explosive and/or hazardous devices are rendered safe, and the area is cleared of hazards. Measures are implemented in the following priority order: public safety; safeguard the officers on the scene (including the bomb technician), protect and preserve public and private property, collect and preserve evidence, and accommodate the public/restore services.

	Jurisdiction or Organization: 
	Name of Exercise:

	Location: 
	Date: 

	Evaluator: 
	Evaluator Contact Info: 

	Note to Exercise Evaluators: Only review those activities listed below to which you have been assigned.


	Activity 1: Direct Explosive Device Response Operations (EDRO) 

	Activity Description: In response to notification of a potential exploding device, provide overall management and coordination of EDRO capability throughout response until termination of EDRO activity. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	1.1
(Res.B2c 3.1)
	Establish on-site command, control, communications and intelligence (C3I) operations for EDRO.

· Direction and control established
· Determine need for bomb squad personnel
· Communications equipment and procedures established
· Real time operational and tactical information flow supports threat resolution, and data storage
· Radio frequency exclusion area is established
· Ensure other agencies and intelligence networks are notified
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Time until bomb squad is contacted, following location of suspicious device
	TARGET

Within 15 minutes
	ACTUAL

	 
	Time to establish on-site command and control communications (C3) and real time tactical information sharing (Note: If C3 and info-share are established, bomb squad will demonstrate ability to "join" rather than establish the network)
	TARGET

15 min from time of recognition of the threat by on-scene first responders
	ACTUAL

	1.2
(Res.B2c 3.2)
	Coordinate with IC to establish a perimeter (hot, warm, cold zones) commensurate with hazard magnitude.

· Determine perimeter, standoff distance(s), and downwind hazard areas
· Employ K9 and other similar resources to search for hazardous devices within the various perimeters that will be occupied by response, investigative, command and support personnel
· Consider the need for force protection to be deployed at the scene (counter sniper teams, Over-watch, etc.)
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.3
(Res.B2c 3.3)
	Communicate with appropriate response unit and develop a plan of action.

· Consider safety precautions
· Consider equipment and PPE needs
· Consider need for additional teams and activation of MOUs / mutual aid agreements (MAAs)
· Consider containment, disabling, disruption tools and techniques, packaging, transport, etc.
· Ensure EMS, Fire Department, or Hazardous Materials Response Team onsite with proper PPE
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.4
(Res.B2c 3.3.1)
	Utilize canine, physical, and technical search techniques to secure inner perimeter.

· Search command post area
· Searches should not be conducted down range
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 2: Activate Explosive Device Response Operations (EDRO) 

	Activity Description: In response to activation, mobilize and arrive at the incident scene to begin operations. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	2.1
(n/a)
	Activate bomb squad team.

· Rosters have correct contact information
· Communication process and equipment work effectively
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Time to determine resources and personnel needed to complete the mission (Note: Identification may begin during notification and recall. Safety issues take precedence over time considerations)
	TARGET

Within 1 hour
	ACTUAL

	2.2
(Res.B2c 4.4.1)
	Assemble properly equipped bomb squad team at designated location.

· Team members and equipment arrive in timely manner at assembly area
· Conduct situation briefing
· Appropriate PPE available for each team member
· Priority routine/escort provided to ICP
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Time for bomb squad to be dispatched toward the scene
	TARGET

Within 30 minutes from notification of activation
	ACTUAL

	 
	Time for bomb squad to be assembled
	TARGET

Within 1 hour after being en route to the scene (this time may be affected by traffic and distance)
	ACTUAL


	Activity 3: Search and Assess Site 

	Activity Description: Assess situation once on scene and equipped, provide rapid assessment of assigned EDRO work areas, recommend search priorities/tactics to management, and re-evaluate site perimeters based on Standard Operating Procedures (SOP) and threat. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	3.1
(Res.B2c 5.1.1)
	Interview on-scene commander and any witnesses with direct observation of the device.

· Team Leader coordinates with IC, LE, and EOC as appropriate
· Team Leader receives and provides team situation updates
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.2
(Res.B2c 5.1)
	Conduct an initial reconnaissance of the area.

· Safe approach determined (retreat, robotics, information collection)
· Initial Protective Action Recommendation (PAR) made
· Threat and safety precautions are determined
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Time to verify adequacy of initial cordon
	TARGET

Within 15 minutes of initial bomb technician arrival on scene
	ACTUAL

	3.3
(Res.B2c 5.3)
	Conduct IED threat analysis.

· Perform diagnostics and analysis of device and threat
· Coordinate with IC, LE, and EOC as appropriate
· Applicable maps, matrices, area infrastructure, etc. are reviewed
· If potential CBRN is detected, notify FBI Special Agent Bomb Technician (SABT)
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.4
(Res.B2c 5.3.1)
	Based on reconnaissance and initial assessments, determine appropriate operational procedures.

· Information communicated to IC, LE, and the EOC
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Time to provide briefing to Incident Command on selected render safe activity
	TARGET

Within 1 hour
	ACTUAL

	3.5
(Res.B2c 5.2)
	Implement emergency assessment procedures.

· Bomb squad assets (e.g., robots) coordinated and deployed as appropriate
· Appropriate diagnostic sensor (x-ray, CBRNE detectors, etc.) determined
· Perimeter personnel provided appropriate PPE based on potential hazard
· Coordinate with IC for other needed response entities (medical, fire, etc.)
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 4: Render Safe Onsite 

	Activity Description: Once on scene, conduct IED on-site response and isolate device(s) from potential remote detonation commands, clear the onsite area for render safe operations, and determine whether situation is CBRN event. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	4.1
(Res.B2c 6.3)
	Conduct IED on-site response.

· Safety precautions followed
· Communication established between the incident commander and the bomb squad team leader; and between the bomb squad team leader and bomb squad technician
· Gross decontamination established (if CBRN is suspected)
· HazMat support available, if necessary
· Isolate device(s) from remote detonation commands if necessary
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.2
(Res.B2c 6)
	Render explosive device safe.

· Conduct RSP operations within the on-site plan
· Continually re-evaluate the plan, based on new information developed in the course of conducting RSP
· Conduct separate/analyze/disassemble operations
· Secure any unexploded materials
· In CBRN incidents, contact FBI who will ensure compliance with RAP, FRERP, and the National Response Plan for radiological IEDs
· Compliance procedures/guidelines reviewed with Resource Conservation and Recovery Act (RCRA), 42 U.S.C. 6901-6922(k) as necessary
	Time: 

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Expected outcome was achieved
	
Yes [           ]             No [           ]

	 
	Explosive hazard has been eliminated or mitigated and device components separated
	
Yes [           ]             No [           ]

	4.3
(Res.B2c 7.4.2)
	Initiate and advise crime scene investigative/forensic team.

· Chain of custody maintained
· Site transferred to HazMat/crime scene investigative/forensic team
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.4
(Res.B2c 6.5.1)
	If off-site render safe operations are determined to be necessary, then appropriate off-site location is identified and device is properly prepared for transport to secondary location.
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 5: Conduct Recovery, Removal, and Transport Operations 

	Activity Description: Collect and transport device components for further processing of hazardous elements. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	5.1
(Res.B2c 7.1)
	Conduct on-site processing of device and/or components for transport.

· Components recovered and documented in coordination with crime scene investigation team
· Storage, compatibility, and transportation regulations observed
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Time to prepare device for transport to a safe and secure site for treatment and or disposal
	TARGET

Within 30 minutes
	ACTUAL

	5.2
(Res.B2c 7.2)
	Transport and escort components to a secure site.

· Device properly packaged for transport
· Gas tight containment vessel used, if necessary
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	5.3
(Res.B2c 7.4.1)
	Document and preserve evidence.

· Coordinate with HazMat/LE/forensics team, etc on debris dispersal after RSP operations
· Chain of custody maintained
· Information and data preserved from data capture systems
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 6: Demobilized EDRO Operations 

	Activity Description: Upon completion of assigned mission, conduct 100% accountability of personnel and equipment, reconstitute as required and disengage from incident site, and either be placed on standby or redeploy to headquarters and stand-down. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Time of Observation/ Task Completion 

	6.1
(Res.B2c 8.1)
	Conduct 100% accountability of personnel and equipment.

· Rosters have been checked for 100% accountability of team members
· Proper packing of equipment (i.e. PPE, Robotics, gas containment, etc.)
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	6.2
(Res.B2c 8.2)
	Coordinate with IC and EOC to redeploy bomb squad team.

· Direction and control established with IC, EOC, and headquarters, if required
· Communications equipment check prior to departing site
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	6.3
(Res.B2c 8.3)
	Conduct debriefing for bomb squad team personnel.

· After-action report/review documented
· Lessons learned and critical operational information/intelligence shared, as appropriate
· Personnel returned to readiness state and prepared for follow-on operations
	Time:

Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	 
	Percent of bomb squad personnel debriefed after incident
	TARGET

100%
	ACTUAL

	 
	Time to demobilize/deactivate bomb squad team from incident site to full operational preparedness prior to departing the incident site
	TARGET

Within 45 minutes of RSP
	ACTUAL



Evaluator Observations

	: Record your key observations using the structure provided below. Please try to provide a minimum of three observations for each section. There is no maximum (three templates are provided for each section; reproduce these as necessary for additional observations). Use these sections to discuss strengths and any areas requiring improvement. Please provide as much detail as possible, including references to specific Activities and/or Tasks. Document your observations with reference to plans, procedures, exercise logs, and other resources. Describe and analyze what you observed and, if applicable, make specific recommendations. Please be thorough, clear, and comprehensive, as these sections will feed directly into the drafting of the After-Action Report (AAR). Complete electronically if possible, or on separate pages if necessary. 


	Strengths 

1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the positive consequences of the actions observed.) 

 

2) References: (Include references to plans, policies, and procedures relevant to the observation) 

 

3) Recommendation: (Even though you have identified this issue as a strength, please identify any recommendations you may have for enhancing performance further, or for how this strength may be institutionalized or shared with others.) 

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

Areas for Improvement 

1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the negative consequences of the actions observed.)

 

2) References: (Include references to plans, policies, and procedures relevant to the observation)

 

3) Recommendation: (Write a recommendation to address the root cause. Relate your recommendations to needed changes in plans, procedures, equipment, training, mutual aid support, management and leadership support.)

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___

1) Analysis:
 

2) References:
 

3) Recommendation: 
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